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About ISACA

With more than 86,000 members in more than 70 countries, ISACA® (www.isaca.org) is a
recognized worldwide leader in IT governance, control, security and assurance. Founded in 1969,
ISACA sponsors international conferences, publishes the ISACA Journal®, and develops international
information systems auditing and control standards. It also administers the globally respected
Certified Information Sy s® elesignation,d earned by mare $han 60,000
professionals since 1978; the Certified Information Security Manager® (CISM®) designation, earned
by more than 10,000 professionals since 2002; and the new Certified in the Governance of Enterprise
IT® (CGEIT®) designation.
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Message from the President
Jo Stewart - Rattray

Welcome to the winter edition of
the Control
of year where everyone seems to
be hibernating. Not that I can
blame you for that but why not
come out and join us at some of
our professional development and

networking events!

The Annual General Meeting is coming up in October
and I would ask that you consider nominating for a
position on the Chapter Board. That way you can
make a difference to how and what we offer our
membership.

After 5 years in the chair I shall be stepping down as
President of the Chapter. I have very much enjoyed
my time in the role but look forward to seeing the
Chapter develop under new leadership.

We are still in need of ideas has to how we can raise
funds to allow us to continue to be free of chapter
dues. We have tried getting social events off the
ground with little or no success although the 25
Anniversary event was a great success with over 30
members in attendance.

We offered a Security metrics course last year that
was very well attended and I am delighted to say
that we were able to make a very modest profit on.
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However, we need more ideas to keep the money
rolling in and to keep each one of you interested.

I wa$ récentlytimGhitagotat ISA€A HQ for a Security
Management Committee meeting and presented our
i ncoming I nternational Presi
the Associationés CEO, Susan
Chapter lanyards and USB drives which contained

information about our relationship with Carnegie

Mellon University. They were both delighted with the

gift and congratulated us on such an innovative

approach!

Enjoy the rest of this edition and do see if you can
come up with some events you would be happy to be
a part of moving forward. Cheers!
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Security Awareness Campaigns and dead fish

This article is based on: Security awareness campaigns and organisational culture change

James Turner

Organisational culture is a term used
to describe the collective values,
beliefs, and attitudes of an
organisation. Given that our personal
behaviour is guided by our values,
beliefs, and attitudes, it follows that
employee behaviour is shaped by
organisational culture.

This shaping has implications for security awareness
campaigns which are initiated to change behaviour,
but often without an appreciation for the culture or
values of the organisation.

This means that successful security awareness
campaigns must start with the recognition of security
professionals that to achieve behavioural change,
their campaign must specifically aim to change
organisational culture.

Changing organisational culture is not a small
project. Fortunately, a significant amount of work
done by Harvard professor John Kotter has identified
eight steps which are fundamental to the way an

organisationés culture can

steps, as they might be applied to security awareness
campaigns are:

1. Create a sense of urgency. This step requires
the security professional to communicate
with key stakeholders on explicit risks if
change does not happen.

2. Pull together the guiding team. For a security
awareness campaign, this should include
stakeholders who are conversant in
governance and risk.

3. Develop the change vision and strategy.
What is the current risk appetite of the
organisation? What is the risk appetite of the
senior executives? Does the vision of the
security awareness campaign align with the
risk appetite of the senior executives?

4. Communicate for understanding and buy in.
If senior executives are not brought in
strongly in step 1 (sense of urgency) and
they do not understand the implications of
failing to act, then getting buy-in to a vision
and strategy will be impossible. This is where
alliance with the governance group will be
vital.

5. Empower others to act. A sense of self
efficacy (or the ability to have an impact on
their environment and circumstances) is vital
for behavioural change. If people do not
believe that they can make a difference then

3 they are unlikely to retain any information
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long enough to form an attitude which could
then shape their behaviour.

6. Produce short-term wins. Obviously, this is a
vital ingredient to demonstrate that the
vision will produce (and is producing)
favourable results. It may take some hard
work with your guiding team to identify what
quick wins are possible.

7. Dondt |l et wup. F ol Wwiasw
(step 6) with more wins. Recognise and
reward people for achieving change. This
helps create momentum, and momentum will
help to overcome the last pockets of
resistance to behavioural change.

8. Create a new culture. Ensure that the vision,
and corresponding behaviours expected of
staff are communicated in all subsequent
staff inductions. Identify successors who can
take up the vision when the security
awareness champions, and stakeholders
from your initial team, move on.

be changed. The eight

Security awareness campaigns are actually an effort
to change an aspect of organisational culture.
Cultural change is famously difficult, takes a long
time, and will ultimately fail if it does not have senior
executive commitment. Specifically, senior executives
must be seen to be exhibiting the behaviour of the
new culture. The implication for security
professionals is that awareness campaigns must start
at the top and not move out across the organisation
until there is behavioural change at the top. In the

education sector thereisas ayi ng #fa fi sh

the head downo.

I would anticipate that many security professionals
would like to argue this point with me i because the
prospect of having to educate the senior executives
is so intimidating that they would rather skip this
step and go straight out to the wider organisation.
But if you think about it, this actually proves the
point. You must start at the top.

James Turner is an Advisor with IBRS and specialises
in information security. IBRS is an Australian
company that provides research and advice to IT and
Business Managers in Australasian organisations.
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June 2009 Exam Results

Exam results for the June 2009 exam will be released
in early August via e-mail and postal mail. To ensure
the confidentiality of scores, exam results will not be
reported by telephone or fax. Candidates who
elected to receive e-mail notification (consented to
item #25 on the registration form) will receive a one-
time result notification by e-mail in early August. To
ensure receipt of these documents, candidates
should update their profiles if any contact information
has changed and add exam@isaca.org to their
address book or safe-senders list. Candidates will
also be able to view their exam scores at
www.isaca.org using their login credentials.

Exam Feedback

For those who were present at a June exam site,
ISACA would appreciate any feedback (positive or
negative) regarding the exam administration. Please
send comments to the certification department at
certification@isaca.org.

December 2009 Exam Registration

Registration for the 12 December 2009 exams is now
open at www.isaca.org/examreg. To view additional
details, please visit www.isaca.org/cisaboi,
WWWw.isaca.org/cismboi, or www.isaca.org/cgeitboi.
The early registration deadline is 19 August. The final
registration deadline is 23 September.

CGEIT Exam and Study Materials

ISACA is developing a CGEIT review manual to assist
candidates in preparing for the CGEIT exam. The
manual will be comprised of two sections. Section
one will be an overview and reference guide for the
knowledge and task statements. Section two will
consist of reference material and content that
supports the knowledge statements. The CGEIT®
Review Manual is scheduled to be completed in late
2009.

Annual Revocation

The annual CISA and CISM revocation took place in
June 2008 for those who did not pay their annual
fees and/or report their annual 2007 CPE hours.
These individuals are no longer allowed to present
themselves as certification holders or use the CISA or
CISM title. CISA and CISMs whose certification was
revoked due to noncompliance with the CPE policy
have 60 days to appeal their revocation by
submitting a written request to ISACA International
Headquarters via postal mail or e-mailing
certification@isaca.org.

Five - Year Application Deadline

After successfully passing the CISA, CISM or CGEIT
exam, an individual has five years to apply for
certification. Those who do not apply within this five-
year time frame will be required to retake and pass
the exam. Reminder e-mails have been sent to those
candidates who passed the CISA or CISM exam in
2004 and have yet to apply for certification.

Annual Certification CPE

Audit Letters and e-mails have been sent to certified
individuals selected for audit of their 2008 CPE hours.
Candidates selected for the audit will need to supply
ISACA International Headquarters with copies of the
CPE documentation for the CPE hours they reported
in 2008. The deadline for returning support
documentation is 15 August 2009. For questions,
please contact the certification department at
CISAaudit@isaca.org, or CISMaudit@isaca.org.
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From The Editor

Rob Hanson

How 10 T This edition I would like to introduce you to two more books
| f\“ll'l.\Sl'Rl'l i interesting books; How to Measure Anything and its
| l‘llll_\G companion The Failure of Risk Management by Douglas
' aieus: - Hubbard. These are very refreshing and enlightening texts,
which have an airy and easy to read quality.

The Professional Development series we are holding with
Carnegie Mellon University is going very well with the next
session to be held on Tuesday July 14. At this session Carolyn Anderson will be presenting:

‘I mpl ementati on and pol ieNationahBrdadbandtNetwork" of t h

From the Department of Broadband, Communications and the Digital Economy:

The Government has announced it will establish a new company that will invest up to $43 billion over eight years

to build and operate a National Broadband Network delivering superfast broadband to Australian homes and

workplaces.

To turn its vision into action the Government will immediately:

1 establish a company to build and operate the network and make an initial investment of $4.7 billion in the
network

1 commence an implementation study to determine the company's operating arrangements, detailed network
design and ways to attract private sector investment

1 fast-track negotiations with the Tasmanian Government, as suggested by the Panel of Experts, to build upon
its National Broadband Network proposal to begin the rollout of a FTTP network and next generation wireless
services in Tasmania as early as July

1 implement measures to address regional backbone 'blackspots' through the timely rollout of fibre optic
transmission links connecting cities, major regional centres and rural towns - delivering improvements to
telecommunication services in the short term

1 progress legislative changes that will govern the national broadband network company and facilitate the rollout
of FTTP networks, including requiring use of fibre optic technology in future greenfield developments, and
commence a consultative process on necessary changes to the existing telecommunications regulatory regime.

Carnegie Mellon.

CRICOS NO. 026968 www.heinz.cmu.edu/australia

Carolyn Yvette Anderson LLM, MBA, GDLP, GAICD

Director, Information Economy

The Information Economy Directorate leads and supports government activities relating
to the information economy in a number of policy areas including ICT infrastructure, all
aspects of broadband telecommunications; online technologies, e-content and digital
intensive industries; e-government; ICT related research; e-skills, e-learning, e-business
and digital divide

Qualifications

Solicitor of the Supreme Court of South Australia; Solicitor of the High Court of Australia;
Graduate member of Australian Institute of Company Directors

Work History
Senior Solicitor, Crown Solicitors Office 1992-1999; Solicitor, Private Legal Practice 1989-
1992; Judgeds Associate, Supreme and Fede

Board Memberships

Director, Playford Capital Pty Ltd and Director, Playford Centre; Director, SABRENet Ltd;
Member, eResearchSA Board 2007-present; Member, University of Adelaide Council 2008- k‘
present; Member, Advisory Board, Institute of Telecommunications Research, University of

South Australia, 2005-present
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Ray Kerrison

This is an early notice of the Chapter Annual General
Meeting (AGM) to be held on Tuesday, 13th October
2009 at the Mercure Grosvenor Hotel Adelaide. So
put that date in your diary now. Closer to the date
we will provide more details and invite members to
stand for positions on the Chapter Board. A two
course lunch with drinks is provided for a nominal
fee.

For those of you that may be new to the Chapter, the
AGM consists of a report from the President, audited
financial report from the Treasurer, election of
Chapter Officers and Board Members, appointment of
an auditor and any other business.

Only financial members of the ISACA Adelaide
Chapter are eligible to stand for a position on the
Board. Over the next few years most if not all of the
current Chapter Officers will be retiring so we need
people to take their place. So if there are any
budding Treasurers, Secretary, Vice President or
President then please let us know of your interest.

If you intend applying for a Chapter Officer position
then it is recommended that you serve an
ffapprenticeshipdo on the
order to understand how ISACA operates at a local
and international level. It is a great advantage to the
Chapter if the President is able and prepared to
travel interstate and overseas to represent the
Chapter at International conferences and
committees. We have been very lucky to have the
current and past two Presidents who have
represented the Chapter internationally. Additionally,
the Oceania Region Presidents meet regularly during
the year at the Regional
different locations in Australia and New Zealand.

Board members are assigned portfolios as follows:

91 Education, responsible for planning and
organising PD sessions, liaison with educational
bodies and CISA/CISM training

1 Web Site

1 Newsletter Editor

1 Membership

1 Marketing

6
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Past and current Chapter Presidents have gone on to
appointments on ISACA International Boards. Such
as our current President, Jo Stewart-Rattray who
chairs the International Security Management
Committee; Howard Nicholson Chair of the
International Membership Committee 2001 i 2004,

I nternational Vice Presi
Liaison Task Force and Chair of the CGEIT
Certification Board.

Additionally, the Chapter has won many awards for
the Newsletter and Web Site. So please consider
becoming a member of the Board and contributing to
the future success of the Chapter.
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What 6s i n a

By now, most members have reviewed the brochure,
FAQs and webcast on the new strategy posted at
www.isaca.org/strategy. One key initiative that
arose from the strategy development process is a

new | ook at | SACA6s (and
I nst i brandiegd s )
I'n reviewing the two orga

marketplace positioning, it became clear that the
three strongest brands worldwide are Certified

I nformation Systems Audit
ISACA. Strangely, some people who are not at all
familiar with ISACA or the IT Governance Institute®
(ITGI®) have still heard of CISA and CobiT.

Therefore, the decision was made to build all

branding efforts on the position of greatest strength.
Therefore, Cobi T, Val |TE
transitioned to the ISACA brand. (They are currently
branded as ITGI products.) Thisé in conjunction with
the already ISACA-branded IT Assurance=
FrameworkE (I TAFE) and
Information Security (BMIS)& will consolidate all
frameworks under the ISACA identity. Not only will
this consolidation lend itself to more consistent
branding, it will also facilitate future CobiT
developments to incorporate the intellectual property
contained in these frameworks into one overarching
construct.

Bu

ITGI will now focus on academic research, and will
seek to become self-funded by pursuing
commissioned or collaborative research projects with
one or more partners. To underscore its affiliation
with ISACA (a relationship that is often only vaguely
understood in the marketplace), when the new
ISACA web site is unveiled at the beginning of 2010,
the ITGI content will appear as a microsite within the
larger ISACA site, rather than as a stand-alone site.

Other branding activities, such as logo design, tagline
development, chapter support and identity
management policies, will be investigated further
throughout the remainder of the year, with a goal of
unveiling all new aspects of the branding philosophy
when the web site goes live.

OB

ISACA members now save
75% off the full suhscription

price!
Learn More
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Br and PSACA & ITGI Releases

Inventory Reduction Sale 6 Save 30 to 60 Percent

The ISACA Bookstore offers select books for

sale at special reduced prices. Sale prices are

effective while quantities are available. Books
t h eoffered indidey e r nanc e

A  Accounting and Auditing Re
ni zations6 products and

A Extreme Exploits: Advanced

Hardcore Hacks

orE (CI SAE), Cobi TE and
A Ilnformation Technology Aud
A 1T Project Manag®&tretat on T
Finish, 2nd Edition
A Knowledge Based Audit Proc
and Risk |I'T wildl be

A Manager 6s Gu-DdegAct: o Sarbane

Improving Internal Control to Prevent Fraud

si e svea nMgd enlg fCoyrtber sercurity Re
A Cost-Benefit Analysis
A Surviving SecurejPeople, How t o
Process and Technology
A The Handbook of Fraud Dete
A U.S. Master Auditing Guide

Complete descriptions of these books,
plus additional sale books, are available at
www.isaca.org/salebooks.

Ensure Success
for Your Enterprise

E==.- ..~ Demonstrate
the value of
ISACA to yvour
employer.

.-:L Download Now!
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Chapter Information

Contact Details

Email:

Rob.Hanson@saugov.sa.gov.au

Postal Address: P.O. Box 104 Rundle Mall S.A. 5000

Position

Name

Organisation

President

Jo Stewart-Rattray
CISA, CISM, CGEIT

RSM Bird Cameron

Vice President
Newsletter Editor
Education Chair

Rob Hanson
CISA, CISM

SA Office of the
Chief Information
Officer

Treasurer John Mckinlay CISA I00F
Secretary Ray Kerrison CISA SA Department for
Families and

Communities

Immediate Past

Darren Ramsey CISA

Enterprise IT

President Management
PD Co-ordinator Jamie Armfield KPMG

CISA, CISM
Membership Steve Challans CQR Consulting
Committee CISA, CISM
Marketing Malcolm Pattinson UniSA

CISA, CISM
Web Site & Bob Smart PriceWaterhouse
Membership Chair CISA Coopers
Board Member Rajni Lalsinghani

CISA, CISM

Articles

ISACA Adelaide Chapter members are encouraged to
present articles for publication in the newsletter.
Members will be paid $50 per article published.
Articles should be:

1 On a relevant topic;

1 Not a breach of copyright; and

1 Concise and accurate.

Membership
has its Advantages

SACA

"The reason [ o6ve

stayed a
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Advertising Rates (per issue)
Sponsorship of Issue  $170

Full Page $90
Half Page $50
Quarter Page $30

Sponsorship

The Adelaide Chapter is proudly sponsored by:

Government of South Australia

o) ’\\/
'//Q&‘/\& Office of the

Chief Information Officer

RSM Bird Cameron

member of

value to me as a professional. The more I grow, the more I can derive

val ue
organi zation

T Max Blecher, South Africa
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